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(54) Electronic security systems 

(57) An electronic security system is 
provided with multiple levels of access 
in which a higher level pass code gives 
the user access to numerous system 
functions, such as disarming of the 
system, resetting, system testing, loop 
by-passing, and system programming, 
whereas a lower level pass code gives 
the user access to fewer functions, in 



one embodiment to disarming only a 
portion of the system. In one 
embodiment, an erasable memory 
120 is programmed with a number 
representing a temporary pass code 
after the entry of a higher order pass 
code by the individual setting the 
temporary pass code. The permanent 
pass code may be made more 
complex than the temporary pass 
code to provide an extra level of 
security by providing that the 
permanent pass code has more digits. 
Timing circuitry 1 18, 1 1 9 is provided 
to establish a temporary pass code 
entry window during which a 
temporary pass code may be entered 
into the erasable memory. No entry of 
a temporary pass code within the' 
allotted time results in a disabling of 
the temporary pass code system. 
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SPECIFICATION 
Electronic security systems 

This invention relates to electronic security 
systems and more particularly to a system for 
5 providing differing levels of access to the security 
system. 

Security systems in general require the entry of 
a predetermined digital pass or access code in 
order to disarm the system so that authorized 
1 0 users of the system may operate freely within a 
protected area. The protected area may be an 
industrial plant, a residence or even a location 
within a building. These protected areas are 
commonly protected by two generically different 

1 5 types of systems. The first type of system is 

usually enabled 24 hours a day and can Include 
fire detection or detection of an emergency 
situation for instance the actuation of a hold-up 
switch, the occurrence of a medical emergency, 
20 or the actuation of a "panic button" to indicate an 
unspecified emergency. Other types of 
continuously monitored systems include tamper 
detection or facility monitoring including the 
transmission of data such as building 

2 5 temperature, boiler presssure, etc., for recording 

and analysis. 

The second type of protection provided by 
security systems includes those which are 
actuated on a periodic basis, for Instance, at night 

30 or when personnel leave a protected facility. This 
type of detection includes volumetric protection 
in which motion sensors of the ultrasonic, passive 
infrared, or microwave variety detect motion 
within a given area. Other types of systems which 

35 are actuated on a periodic basis are perimeter 
detection systems and more particularly point 
detection systems in which for instance door 
contacts are utilized to detect the intrusion into a 
building through the door. Vibration detectors 

40 detect, for instance, footsteps or the use of saws 
and acetylene torches, whereas glass break 
detectors detect the intrusion via the breaking of 
glass. Moreover, for safes, capacitive proximity 
detectors are utilized. It is a feature of these latter 

45 types of protection that they are to be disarmed 
during off hours by maintenance personnel, char 
service personnel or others who need access to 
the facility. It is, however, desirable that such 
personnel are not given overall access to the 

50 system to avoid disclosing and compromising the 
entire system. More specifically, it is highly 
detrimental to give out a single pass code to 
everyone needing access to a building because 
this may permit resetting of the system, enable a 

55 user to by-pass selected protection loops, or 
permit a user to reprogram the system. Such a 
situation is equivalent to giving out a master key 
that provides unlimited access to a facility. In 
short, a single pass code cannot provide for 

60 different levels of access. Thus, a single pass code 
system cannot distinguish between the duties of a 
general manager and those of a janitor. It is 
therefore convenient that a system be made to 
operate with codes which may be assigned as 



65 frequently as on a daily basis so as to provide only 
limited access for certain levels of personnel. 

For domestic residences, it is also sometimes 
desirable to permit persons access to a house for 
a limited period of time such as for a vacation 
70 without revealing a permanent pass code which 
would enable entry at any other than the 
authorized time. Providing a permanent pass code 
would, in effect, be giving an individual a master 
key which could be utilized at anytime. 
75 Thus, the security systems which utilize a 
single pass code suffer from the inability to 
establish various levels of access to the facility. 
Moreover, when a single pass code is used, it is 
not conveniently changed for temporary access 
80 situations, primarily due to problems in notifying 
all users of the system. 

Accordingly, it is an object of this invention to 
overcome these drawbacks. 

According to this invention, we propose an 
85 electronic security system having means for 
entering a plurality of predetermined different 
pass codes and means for actuating one or more 
security system functions according to each 
entered pass code, whereby a plurality of levels of 
90 access to the system is obtained. 

According to this invention, we also propose an 
electronic security system wherein one or more of 
the pass codes is permanent and the or each 
other can be altered. 
95 In the system of this invention, at least two 
access levels are provided by providing a 
permanent pass or access code and an alterable 
temporary pass or access code in which the 
temporary pass code may be set after entry 
1 00 of tne permanent pass code. This? permits 

the highest level user with the ability to access all 
the functions of the security system at will, yet 
provide limited access to another level of 
personnel. For instance, the permanent pass code 
1 05 may permit disarming of the system or selected 
parts of the system, resetting of all or part of the 
sensors used in the system, loop by-pass, and 
programming including the setting of the 
temporary pass code. On the other hand, use of 
110 the temporary pass code can permit the 

disarming of only a portion of the system. As an 
example, assuming latchablefire alarm sensors in 
a 24 hour loop, it would not be prudent to give 
anyone other than a general plant manager the 
1 1 5 ability to reset these sensors, since the decision 
that a first emergency is either over or non- 
existent is usually made at a very high level of 
authority. Moreover, giving temporary help access 
to reprogramming an entire system defeats the 
1 20 security provided by the system. 

In one embodiment, a four digit code is 
selected and Is permanently stored in a 
programmable read only memory (PROM). The 
four digit code permits access to selectable 
125 functions which can include an alarm/disarm 
function both for "home" and "away" in which 
sensors in a so-called night loop may be disarmed 
as well as a communicator such as a dial which 
would report an alarm condition to, for instance, a 
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police station, a fire station, or a remotely-located 
central monitoring station. Additionally, for those 
systems provided with alarm delays to permit 
entry or exist, the entry of the four digit code 
5 could provide for an instant alarm indication by 
cancelling the delay. The four digit code can also 
permit bypassing of protective loops such as for 
instance the perimeter detection loops, the 
motion detector loops and the detector loops for 
10 instance protecting a safe within the protection 
zone. 

The entry of the four digit code also permits the 
operation of the system in a test mode which, in 
many cases, includes walkthough testing of all of 

1 5 the sensors utilized in the system. The four digit 
code permits the entry or deletion of a temporary 
pass code. Finally, the entry of the four digit 
permanent code can serve to reset the entire 
system which may include the unlatching of 

20 indicator lamps and the resetting of sensors 
throughout the facility. 

On the other hand, the temporary pass code 
can provide for only an alarm/disarm function in 
which local alarms maybe disabled to allow 

25 access to the facility by the lower level peronnel. 
Use of the temporary pass code can also be made 
to interrupt communication of an alarm condition 
status to a remote location. 

Additionally, temporary access codes can be 

30 made to cancel non-latched alarm condition 

indications such as, for instance, the unintentions 
tripping of a hold-up button, which tripping might 
have been accidently caused by second level 
personnel. For all latched alarm conditions such 

35 as for instance fire or unauthorized perimeter 
intrusion, the temporary personnel would not 
have access to disarming the system as an added 
precaution against the compromise of the system 
by temporary personnel. Thus, temporary 

40 personnel can be precluded from being able to 
disarm electric fences, photoelectric sensors 
utilized in protecting the grounds of a given 
facility, etc. 

The entry of the temporary access code in one 

45 embodiment does not affect the 24 hour loops, 
whereby a fire protection loop may be allowed to 
operate regardless of whether temporary 
personnel are within the area. 

The provision of the security system with 

50 multiple levels of access by providing temporary 
pass codes permits the selection of which 
protection loops may be activated or deactivated 
by designated levels of personnel as well as 
providing ease of code change to protect against 

55 the effects of transient personnel leaving the 
employ and therefore control of the authorized 
users of the system. Moreover, an added level of 
security may be obtained by providing temporary 
pass codes of decreased complexity, such that, 

60 for instance, a permanent pass code may have 
four digits, while a temporary pass code may have 
three digits. The system may be made to operate 
with more than two levels of access, with 
decreased levels of access being capable of 

65 affecting fewer system functions. 



As an added security feature, in one 
embodiment timing circuitry is provided to 
establish a time window during which a 
temporary pass code is to be programmed into an 
70 erasable memory. As an added security 

precaution, if no temporary pass code is entered, 
the temporary pass code portion of the system is 
disabled, at least until the permanent pass code is 
re-entered and a code key depressed. 
75 An embodiment of the invention is described 
by way of example, with reference to the 
drawings, in which: 

Figure 1 is a block diagram of a security system 
showing the use of permanent and temporary 
80 pass codes; 

Figure 2 is a block diagram illustrating 
selective access to a security system through the 
use of different pass codes; 

Figure 3 is a more detailed block diagram 
85 illustrating the system shown in Figure 2; 

In order to provide for multiple levels of access - 
to a security system, and referring now to Figure 
1 , a security system typically includes a central 
control unit 1 0 and a number of sensors located * 
90 throughout the premises to be protected, with the 
sensors being connected typically by multiwire 
cables to the control unit. The sensors in general 
are usually divided into two groups, the first of 
which is a group of resettable sensors 12 which 
95 are activated twenty-four hours a day and are 
therefore referred to as being In twenty-four hour 
loops. The resettable sensors 12 include fire 
detectors 1 4 and/or an emergency detector 16 
which may have as inputs a hold-up switch, a 

1 00 medical emergency remote transmitter, or a panic 
button which, when actuated, is designed to alert 
security personnel to an unspecified emergency. 
Alarm and status signals from the resettable 
sensors 1 2 are carried over a transmission line 18 

1 05 which also includes command signals and 

power transmitted from the control unit to the 
resettable sensors. 

A group of periodically actuated sensors 20 are 
normally operable at night to detect intrusion into 

110 a given area. These sensors are in turn divided 
into two classes, the first of which Is a volumetric 
group 22 which may include ultrasonic motion 
sensors 24, passive infrared sensors 26 or 
microwave motion sensors 28. The second group 

115 is a perimeter protection and or point detection 
group 30 which, in general, is located at the 
perimeter of the facility to be protected and 
include door contacts 32 or glass break detection 
apparatus 34. Point detectors within the 

1 20 protected area may include a vibration detector 
36 or a capacitive safe alarm 38. The types of 
sensors mentioned above are by no means 
exhaustive of the type of sensors that could fall in 
either one of the two above catergories, but they 

125 are examples of sensors which may be 

deactivated when required, for example during 
normal working hours and activated at night or 
during non-working hours. 

These sensors are connected via cable 40 to 

1 30 control unit 1 0, with control unit 10 also 
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supplying power and control signals to the 
sensors. The control unit Includes a keypad 42 
and function switches 44, with one of the outputs of 
the control unit being coupled to a local 
5 annunciation unit 46. Local annunciation can be 
in the form of a lighted panel board indicating not 
only the occurrence of a specified alarm 
condition, but also its location and possibly also a 
sound facility, such as sirens for giving an audible 
1 0 indication of an alarm condition having been 
sensed, in addition to local annunciation, off- 
premises annunciation can be accomplished 
through the use of a communicator 48 which, may 
typically include a dial for dialing a police 
1 5 department, a fire department or an off-premises 
security office. In one embodiment, the output of 
the control panel is coupled via line 50 through a 
delay circuit 52 to the communicator with the 
purpose of the delay unit being to delay the off- 
20 premises annunciation of an alarm condition 
pending determination as to whether or not the 
alarm condition is to be communicated off- 
premises rather than being addressed by on- 
location personnel. 
25 A permanent pass code 54 is entered into 
keypad 42 for either arming or disarming the 
entire system or for permitting alteration of the 
system to provide for specific needs. For instance, 
the entry of the permanent pass code may permit 
30 an inhibiting function in which the entire system 
or portions thereof may be disarmed. In addition, 
after utilizing the permanent pass code, certain of 
the resettable sensors maybe reset or certain 
loops or loops within loops may be bypassed. 
35 Additionally, the entry of the permanent pass 

code may permit the programming of a temporary 
pass code in an erasable memory within the 
control unit so as to permit the aforementioned 
second level of access to the system. Further, the 
40 entry of the permanent pass code permits the 
running of a test sequence. When a temporary 
pass code is used, a temporary pass code 56 may 
be entered into the keypad, with the ability to 
alter the system limited to inhibiting the night 
45 loops as one example. 

As mentioned hereinbefore, the use of a 
temporary or second level pass code greatly 
facilitates the security of the system allowing 
temporary access during certain hours. As 
50 diagrammatically illustrated by dotted lines 58, the 
use of the temporary pass code can, for instance, 
interrupt off-premises annunciation as indicated 
by actuating switch 60, or inhibit the alarm 
condition signals from the sensors 20 from being 
55 transmitted to the control unit as indicated by 
switch 62. Moreover, local annunciation of an 
alarm condition may be inhibited as indicated by 
switch 64, with all of the aforementioned 
switches activated to open up the respective 
60 circuits when the temporary pass code has been 
entered into the control unit. 

One such system according to the Invention Is 
illustrated in Figure 2 in which reference 
characters designate the same elements as In 
65 Figure 1 . In this figure, control unit 1 0 includes 
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keypad 42 and function keys 44. One of the 
function keys a so-called "code key" which in 
combination with the entry of a permanent pass 
code, routes the output of the keypad to a 
70 temporary address code memory so as to 
program it with a temporary pass code. The 
keypad is coupled to a temporary pass code 
detector 66 and a permanent pass code and 
function detector 68, with the function keys 
75 coupled to the permanent pass code and function 
detector 68. Resettable latching sensors 70 are 
coupled to a multiwire transmission line 72 which 
is used, for instance, to supply d.c. power from a 
d.c. power supply 74 to the sensors through a d,c. 
80 power interrupt circuit 76. Control signals for the 
sensors including the actuation and the 
deactuation thereof, are generated by a sensor 
control unit 78 which may be of a conventional 
type to provide control signals along one of the 
85 wires of the multiwire cable to the sensors. A 
ground wire is also employed as one of the wires 
of multiwire cable 72. 

The control unit 10 additionally has a sensor 
status detector 79 coupled to a signal line which 
90 is one of the lines of the multiwire cable, the 
purpose of which is to determine an alarm 
condition signal coming from one of the sensors 
attached to the multiwire cable. In one 
embodiment, (hot shown) the alarm signal in the 
95 signal line may be in the form of a current drawn 
from this line, the drawing of current providing the 
alarm indication. The output of status detector 79 
is a signal which is applied over line 80 to local 
annunciation unit 46. In the embodiment shown, 

1 00 this unit may include a panel of lights or other 
indicators 82 which indicate not only the 
presence of an alarm condition, but the location of 
the alarm condition. Location can be established 
by conventional polling techniques in which a 

1 05 clocked sensor polling locator 84 Is coupled to 
sensor control 78 to provide for the strobing or 
polling of the various sensors in a timed 
sequence. The arrival back of an alarm condition 
indicating signal at the time that a sensor is polled 

110 is detected at sensor polling locator 84 which 
activates a corresponding annunciator indicator 
82. 

The location and status signals may also be 
applied to communicator 48 which may include a 
115 dial which is automatically actuated in 

accordance with a trigger signal 86 to dial, for 
instance, a fire or police station and transmit the 
status and location signals to the off-premises 
location. 

1 20 One of the outputs from the permanent pass 
code and function detector is a signal delivered to 
a test sequence unit 87 coupled to the multiwire 
transmission line for initiating a test sequence 
while at the same time Inhibiting sensor control 

1 25 78. During test, unit 87 takes over all of the 
sensor control functions so as to be able to 
actuate the sensors In accordance with a 
predetermined test sequence. The test sequence 
may Include a "walk-by" test or other 

1 30 conventional testing techniques. 
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An a.c. power supply 88 may be coupled to 
sensor control 78 to provide a.c. power for any of 
the sensors requiring the same or to provide high 
frequency carrier signals if desired. 
5 In the illustrated embodiment, a tamper 

recognition circuit 94 is coupled across the lines 
of the multiwire cable, with recognition of 
tampering being an alarm condition, a signal for 
which is applied via line 96 to sensor status 
10 detector 79. 

In operation, the entry of a temporary pass 
code is detected by temporary pass code detector 
66 which develops an inhibit signal applied as 
illustrated to local annunciator 46 and trigger 86 
15 to inhibit local annunciation and off-premises 
communication. The inhibiting of the local 
annunciation may also include the inhibiting of an 
audible indication of an alarm condition as would 
be provided by a loud speaker 98. It will be 
20 appreciated that the permanent pass code and 
function detector, upon entry of a permanent pass 
code, also provides, an inhibit signal for the sehV 
same purposes. However, the entry of a 
permanent pass code provides additional levels of 

25 access to the system in which the temporary pass 
code can be programmed. Also the system can be 
tested, various loops can be by-passed as 
indicated by the line running from the permanent 
pass code and function detector to sensor control 

30 78, or a reset signal can be applied to reset alt of 
the resettabie latching sensors. As is 
conventional, resettabie sensors can be reset by 
merely interrupting the d.c. power to the latching 
relay coil usually in the sensor and this is 

35 accomplished as illustrated. 

The functions of the polling of sensors, the 
detection of the types of alarm signals provided 
by sensors, test procedures, and the ability to 
provide a loop by-pass function are conventional 

40 and are not described herein. It will be 

appreciated however, that it is a feature of this 
invention that the use of temporary pass code 
allows only a limited access to the system in that, 
as illustrated in the Figure 2 embodiment, its only 

45 capability is to inhibit local annunciation and off- 
premises annunciation. On the other hand, the 
entry of the permanent pass code allows 
additional functions, such as inhibiting, 
programming, loop by-passing, testing, and 

50 resetting. While the system of Figure 2 is 

operative to show the effects of multiple level 
access, the invention applies to any number of 
functions to be accessible by a given level of user 
and this varies with the particular application of 

55 the system. Hence, it will be appreciated that any 
number of levels of access involving different 
numbers of functions can be incorporated into a 
security system and are within the scope of this 
invention. 

60 In describing one type of multiple level pass 
code system and referring now to Figure 3, a 
keypad 1 00 is utilized to drive a decode circuit 
1 02 which decodes the output of the keypad. The 
keypad 1 00 has numerical entry keys and 

65 function keys 104 may also be provided. The 
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keypad serves the major function of providing a 
pass code whereas the function keys provide for 
the actuation of various system functions such as 
arming, provided for home protection when the 

70 premises are occupied or away protection when 
the premises are unattended, testing of the 
security system, disabling entrance or exit delays, 
resetting or silencing. The decode unit decodes the 
output of the keypad and provides decoded 

75 functions on line 1 06, whereas the decoded 
numbers entered at the keypad are coupled over 
line 108 to a shift register 1 10. A programmable 
read-only memory (PROM) 1 12 is preprogrammed 
with four digit permanent pass code. The PROM is 

80 connected to a comparator circuit 1 14 which 
compares the permanent pass code to the code 
entered into shift register 1 10. In order to gain an 
access to system from the primary levei, the 
permanent pass code is keyed in at keypad 100 

85 and decoded at 1 02 such that the numbers, for 
instance 1 , 3, 2 and 4 are entered sequentially 
into shift register 1 1 0. Upon the occurrence of the 
code indicated, comparator 1 1 4 produces an 
output signal over line 1 1 6 which serves as a Full 

90 Enable signal for the entire system. By "Full 

Enable" is meant that any system function may be 
accessed. This is shown by the enabling of a 
system control unit 117 which provides reset, 
loop activation and test sequences designated by 

95 the function keys and decoded at decode unit 
102. 

The signal on line 1 16 is additionally applied to 
a one-shot multivibrator 1 1 8 for providing a 
timing window for the programming of a 

1 00 temporary pass code. In one embodiment, the 
multivibrator produces an output pulse having a 
45-second duration and corresponds to a 45- 
second enable pulse. The output of the one-shot 
multivibrator is provided to a random access 

1 05 memory (RAM) 1 20 as an enabling pulse which 
enables the writing into the RAM of the temporary 
pass code, in this case for 45 seconds. Decode 
unit 1 02 decodes one of the function keys, the 
code key, to enable the designated three RAM 

1 1 0 segments assigned to the second levei or 

temporary pass code, which is in this case a three 
digit code. Thereafter, if during the 45 second 
enable pulse from one-shot multivibrator 1 1 8 
keypad 1 00 Is actuated, the decoded temporary 

1 1 5 pass code will be entered into the designated 
segments in RAM 1 20 such as to provide a 
temporary pass code of 7, 3, 5, as indicated. If no 
temporary pass code is entered during the 45- 
second window provided by the one-shot 

1 20 multivibrator, zeros are entered into the selected 
RAM memory sections. The system is structured 
such that it will not respond to zeros and thus, the 
temporary pass code system is disabled. 
Moreover, should a function key be actuated after 

1 25 the code key, a signal on the line 1 06 serves to 
reset one shot multivibrator 1 1 8 to prevent the 
writing in of the non-code key functions into the 
RAM. 

As an added precaution against unauthorized 
1 30 access, a second one-shot multivibrator 1 1 9 is 
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interposed in line 1 1 6 to provide another timing 
window within which a function key must be 
actuated. This prevents against function keys 
being actuable, for instance, an hour after a 
5 permanent pass code has been entered, in one 
embodiment, this window is 45 seconds in 
duration, which means that a function key must 
be actuated within 45 seconds or its activation 
will not be accepted by the system. 
1 o After a temporary pass code has been entered 
into RAM 120, secondary access to the security 
system can be obtained by the entry at keypad 
1 00 of the temporary pass code. Upon entry of 
the pass code into the first three sections of shift 
1 5 register 110 and upon a matching output from 
the three RAM sections, a comparator 1 22 
produces a Second Level Enable signal over line 
124 which Is utilized to inhibit an alarm condition 
detection circuit 1 26 and an annunciation circuit 
20 1 27 which may be a zone indicator or any type of 
audio or visual alarm indication. Additionally, 
should a communicator be utilized, the signal on 
line 124 inhibits all night loop inputs to a delay 
unit 128 transmitted through a gate 129 which is 
25 coupled to a communicator 1 30. Communicator 
1 30 is triggered by receipt at trigger 1 32 of either 
night loop or 24 hour loop signals, with this 
system being given the capability of Inhibiting the 
off-premises transmission of 24 hour loop signals 
30 only by entry of a permanent pass code. This is 
unlike the system of Figure 2 in which both pass 
codes inhibit off-premises transmission. Note 
further that in the Figure 3 embodiment, the use 
of the temporary pass code interrupts night loop 
35 signals so that the trigger is inhibited only for 
these signals. It will be appreciated that the 24 
hour loop signals are not interrupted by virtue of 
the provision of a temporary pass code such that 
the 24 hour loops are continuously monitored by 
40 virtue of the communicator. Note also that the 
interruption of the transmission of the 24 hour 
loop signals occurs only when the permanent 
pass code is entered. Additionally, what can be 
provided is that should the communicator be on 
45 line the entry of a pass code, it will be allowed to 
continue its transmission for its full transmitting 
cycle. 

What will be appreciated is that both the Full 
Enable and the Second Level Enable signals are 

50 operative to inhibit alarm condition detection and 
annunciation, and certain off-premises 
transmissions. The second Level Enable signals 
however are incapable of inhibiting 24 hour loop 
signal transmission or resetting any latched 

55 sensor such as a smoke detector, whereas the 
higher level pass code permits resetting the 
entire system. 

It will also be appreciated that although two 
levels of access have been provided in terms of 

60 decreasing complexity of pass codes, multiple 
levels of access may be provided with either 
increasingly or decreasingly complex pass codes; 

It is one feature of the system of this invention 
that the output of the shift register is applied to a 

65 keypad lockout circuit 1 32, the purpose of which 



is to count the number of entries into the shift 
register. For instance in one embodiment, upon 
1 6 separate sequential entries into the shift 
register, the decode unit 1 02 Is disabled for one 

70 minute thereby to preclude, at least to a certain 
extent, continuous tampering with the security 
system in an effort to input as many codes as 
possible. Decode unit 102 may be disabled by 
simply entering a series of zeros, to which the 

75 remainder of the system will not respond. 
What is therefore provided is a relatively 
simple system for providing certain levels of 
personnel with limited access to a secure facility, 
with the ability to change the temporary pass 

80 code through the utilization of the higher level 
pass code and various function keys. In so doing 
the security level for the facility is increased at 
least against unauthorized access in a way not 
previously possible with single level systems. 

85 Various modifications of the system above 
described within the scope of the invention are 
possible. It is accordingly intended to define the 
scope of this Invention as indicated in the 
following claims. 

90 Claims 

1 . An electronic security system having means 
for entering a plurality of predetermined different 
pass codes and means for actuating one or more 
security system functions according to each 

95 entered pass code, whereby a plurality of levels of 
access to the system is obtained. 

2. An electronic security system according to 
claim 1, wherein the security system includes at 
least one resettable detector, at least one loop of 

1 00 detectors, and having function control means 
including means for inhibiting selected system 
functions, means for by-passing the or each 
selected loop, and means responsive to an 
entered first level pass code for temporarily 

1 05 programming the system with a second level pass 
code. 

3. An electronic security system according to 
claim 2, wherein the first level pass code permits 
access to resetting, loop by-pass, system inhibit 

1 10 and second level pass code programming 
functions. 

4. An electronic security system according to 
. claim 1 , wherein the function control means 

Includes means responsive to an entered first 
115 level pass code for temporarily programming the 
system with a second level pass code. 

5. An electronic security system according to 
claim 4, wherein the first and second level pass 
codes differ in the number of digits of the pass 

120 code. 

6. An electronic security system according to 
claim 4, wherein the function control means 
includes function control keys Including a code 
key and wherein the temporary programming 

1 25 means is responsive to the entry of the first level 
code and the depression of a numerical code key * 
to program subsequent series of digits entered as 
the second level pass code. 

7. An electronic security system according to 
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claim 6 f wherein the function control means 
includes means for establishing a time window 
starting from the entry of the first level pass code 40 
within which the second level pass code is 
5 permitted to be programmed, the temporary 
programming means being actuable only during 
the time window. 

8. An electronic security system according to 45 
claim 1, wherein the system includes a local 

10 annunciator and wherein the function control 
means includes means for inhibiting the local 
annunciator responsive to the entry of any pass 
code. 50 

9. An electronic system according to claim 1 
1 5 wherein the system includes an off-premises 

communicator and wherein the function control 
means includes means for inhibiting the 
communicator responsive to the entry of a 55 
predetermined pass code. 

20 1 0. An electronic security system according to 
claim 1, wherein the system includes resettable 
sensors and wherein the function control means 
includes means for resetting the resettable 60 
sensors only in response to the entry of one of the 

25 pass codes. 

1 1 . An electronic security system according to 
claim 1 /wherein the function control means 

includes means for programming the system with 65 
a temporary pass code responsive to the entry of 
30 a predetermined first level pass code. 

12. An electronic security system according to 
claim 1 1 , wherein the temporary and first level 

pass codes are of differing complexity. 70 

1 3. An electronic security system according to 
35 any preceding claims, wherein one or more of the 

pass codes is permanent and the or each other 
can be altered. 



14. A method of operating an electronic 
security system including entering one of a 
plurality of predetermined different pass codes to 
actuate one or more security system functions 
according to each pass code, whereby a plurality 
of levels of access to the system is obtained. 

1 5. A method according to claim 1 4, wherein 
the different pass codes are of different levels of 
complexity. 

1 6. A method according to cfaim 1 5, wherein a 
pass code is associated with most limited access 
and is the least complex of all or both pass codes. 

1 7. A method according to claim 1 4, wherein 
the numbers of differing level of access and 
different pass codes exceeds two. 

1 8. A method according to claim 1 4 wherein 
the system includes continuously monitored loops 
of sensors and periodically monitored loops of 
sensors and wherein the access provided by one 
of the pass codes excludes access to controlling 
continuously monitored loops of sensors. 

19. A method according to claim 14 further 
including preventing access to selected functions 
of the system of times other than within a time 
window starting with the entry of a 
predetermined pass code. 

20. An electronic security system constructed 
and arranged substantially as herein described 
with reference to and as illustrated in any of the 
drawings. 

21 . A method of operating an electronic 
security system substantially as herein described 
with reference to any of the drawings. 

22. An electronic security system substantially 
as herein described. 

23. A method of operating an electronic 
security system substantially as herein described. 
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